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custou Woistos

UNITED STATES 0/3TAICT
/, SOUTHENN OXGTRICT GF r?xtﬂ?
ENTERRD
MAR 1 7 1985
HOUSTON CELLULAR
TELEMIONE COMPANY, Michael N. Moy, Caurn
Phainiff

Versus Civ ActionN  H-08.617

JON C, NELION, Doing Business a8 Both
Cell Time Cellular and Action Celiular and
DANNY HART, Doing Business a3

Action Cellular and

ACTION CHLLIT AR RXTRNOION, Ino.,

L r X X 1 ¥ X 1 ¥ 1 I . T K _J

Defondants.

5
3

A Findings.
Based on the stipuletions and evidence, the court makes these Sndings:

1. Joha C. Neloen, Jr., who has done business as Cail Time Celfuter sad who is s
of Action Celhular Extensions, Inc., has engaged in the emuietion of
the electronio serial sumbers of osllular telephones swe August 9, 1994.

2. Dusiel K. Ham, 09 ¢ representative of Action Cellular Exaeasions, Ine., has engaged
%ﬁr«ummmuwmmm

3. Action Colluler Extensions, Inc., has engaged in the emulation ofthe destronis seria)
munbers of celluler telephonss sinoc Desmrbor 15, 1994, ‘

4. On May &, 1981, after notice in the Federsl Register, the Pederal Conynunioations
Commission issued the Inquiry into the Use of the Bands $35-343 M3 and §70-890
Miis for Calluler Communications Syswms; and Amendment to Pants 3 and 22 of the
Commission's Rules Relative 10 Calluler Communications Systems. (36 F.C.C. 24
469 (1981). It sdopted the technical specifieations for eeliuler weiephonss thet ssch
telephone have s unique electranio serfel sumber. This arder was published in the



Fodaral Ragister on May 21, 1981 (46 Red. Rag. 27453) with corrections on June 16,
1981 (46 Ped. Reg. 21417),

On September 9, 1994, after notice (n the Federal Rogister, the FCC issued the
Revision of Part 22 of the Commission Rules Governing the Public Mubile Services

(9 FCC Rod 6513 (1994). This FCC order was published in the Feders] Regirter on
Navember 17, 1994 (39 Ped. Reg. 59302)

6. Houston Cellulsr has suffered Ureparable damage as & consequence of defendants’

emulation of the electronic serial aumbers of celluler telephones fr which it is the
casrier. ‘The defendante’ actions have deprived Houston Cellular of moathly access
chargw wml uther per unit chargesn its customers weuld owe fbr additional
connections.

7. Although the damage is describeble, Houston Callular cannot reliably quantify i,

making the legal remedy inadequate. -

The acts of the defndants are analogous to their having installed unauthorized access

.c-%.gg.ggiiigifg
customery. :

3 No unsepresented third-party not aay diuse public interest is advarsely affsoted by

the restrieeiony this injuncton lmposes oa Nelson sad Hart.

B. Conciusions.

I, The PCC arders wers regularty made, published in the Pedersl Regiater, and served

3

on defendants by publication. § U.S.C. § 553(a)1). See also, Fed Crop . v.
Merrill, 332 U.S. 380, 384-8S (1947),

These orders adopted by the FCC oonstitute orders within the meaniag of § 401(2)
(47 U.8.C. § 401(5)) of the Commnumication Act of 1934,

3, Bundesion of the elsctronic sarial suenbers of orfiular telephones by Nelson , Hart, and

Action Cellular Bxtensions, Inc., violstes the two FCC orders.

4, Section 401() of the Communication Act of 1934 expressly suthorisss inknctive

relief for » pasty injured by disobedience of sa FUC order. ?%R
irreparable injury nesd not be established wheve such injunctive rellef is expremly
suthoriesd by statuse. Ubwed Siases w Hayes Intl Corp., 415 P24 1038, 104S (Sth
Cir. 1060); Grasham v. Windvwsh Partners, TI0 F.24 1417, 1423 (11th Clr. 1984).
Although Houston Cellular need only demonstrate that it has been injured $0 satisfy
.t.ir%ggwiﬂzgig‘t.i
and in an amount not susceptible 1o calculation, the court concludes that Injunctive
refief Is available at conwmon law.



C.  Infunciton.

Based on these findings and conclusions, John C. Neison, Jr., Dandel K. Hart, and Action
Cafiuler Extengions, Ine., are enjoinad permaneatly Som smulating electronic serial mumbers
of cellular 1elephones for which Houston Celkilar is the carnier.

This restriction binds them and all those who may knowingly act in concert with them,
including employees, agents, and consumers,

1. Specifically, the defindants are enjolned from altering, or
manipulating slectronie serlal numbers of cellular lmwmmﬂld‘wn
Caltular is the carrier except in srict compliance with the FFC orders.

2 The defondants shall produce immediately to Houston Cellular thess documaents,
including those selasd by the United States Marshal and others in thelr possession or
within their scoers:

A All lits, files, records, or other indormation comalaing names,
.umammamummm
transfirred, cmuinted, or masipuisted B¢ dectronic seris! nmubers of
celluisr telephones flom Jaommry 1, 1990, to March 15, 1998,

B. All advertissments, brochures, o¢ other documents that sdvertiged

services to the public for alteriag, transfbering, emulating, or
manipuisting the elestronio serial numbers of celluiar talsphones.

C. Documwnts in thels possession thet identlfy other entities whish offer

servioes to alter, transfer, mm«mmemdmm
numbers of celluler talephones.

D. Documems evincing & business relstion or tranmction with
Technology, Ins.

B A compists eopy of all data en any storage medium, including peper
bassd, fixed-disk, and removeble-disk data (hard, removable, Soppy,
opticel, and tape drives snd RAM). Movaton Callular will reisnburse
the Jefindents for copylng comts incurred in producing & herd copy.

3. Withthe exception of Houston Celluler subscribers’ servics orders or santracts, the
defbndenss are ensitied to retain the originals of those dosuments, providing Houston
Celiviar with photecoples. The defendancs may retain phatocopies of the Houstos
Cellular subscribers’ servics orders or contracts only for the purposs of assisting in
re-emulation. The defendants will survender to Houston Callular all phatosoplies st
the completion of the ro-emulation or upos written request of Houston Callulas.

-3-



This order doas not require that the defendants produce C3+ Technology, Inc,
propristary information, equipment, or sceesscries ia any form.

This is o final judgment. The court retains juriadiction to snfbree the injunction and
the sectiemant from which it wose.

Signed March 15, 1995, ot Houston, Texes.
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mm a, 7338 F.24 901 (3th Cir. 13384), ¥ Le g rer eg Lox

(1988) . This Court will follow the majority of cizcu

"Congrsss, rather tnrnan attampting to limit §401(2) exclusively =2

(D)
o
({1

adjudicazory orders, intended that a Dbroad range of ordar

raviswable under §401(b)." Allsell Tennessee, Iac., 913 7.2d at
303. The instant FCC rules claarly prohibit emulating che ESN’'s of
csllular ta2lephones. Therefore, the Court finds the rules ares a

reviewable and enforceable orders under section 401 (D)
Altarnmatively, CPE has moved to dismiss arguing =:hat

slaintiffs cannot sacisfy che traditional prersquisites IcT

injunctive relief under [R3ac3pnass. This Court finds =that zhe
Danaphass test is not applicable in this case. Plaintiffs may

enforce che instant FCC order under section 401(b} throush
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p 3 s Tegularly made; (ii 4.
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D R
av=ra b b A<= lol-SVd~—] -~ ~ro
served; (1.1, discobeyed oy CPZ; and (iv) plaincifss wa=-s Thavan
N ""wu;/
A Tl -am Can QA1 =i -~ - ~ ~ 1S
injured. 829 Souiowestern Sell Tel, o, 738 724 at 903, oo
~ -'/
- —~ - R Rl D et 4 - )
152 3TaTuLOrY Criteria ne2ed be satisfisd and that the tradisian

.

a - £ - ale R -~ R

2¢.-Ta25-2 3cancard ig not agplicacle where, as in this case, we
nave a  c.sir  vlolaticon of a3 self

acministrative agancy, ga2s 47 U.S.C. § 408, which is accorded zaa
same presmptive effact as a fedaral scatute.’ ad. (cizzzizons

cmiczed) .

3ased upon the £findings of fact above, the Cour:t determinas

that plaintiffs nave a right to injunctiva relief under 47 U.S.C.
§ 401l(z}. Specifically, the Court concludes (i) the FCC’'s Order

was regularly made and duly served upon CPE; (ii) the emulation of
the ISNs of cellular celephones and the use of cellular telephones
with altered ZSNs viclates the FCC’s Report and Order Nc. 54-210
and FCC regulaticn 22-919 adopted pursuant to such Resport and
Crder, and by emulating cellular celephones, CPE is Xxnowinagly
disckeying such Order; (iii) unless CPE is enjoined, it w:ill
continue to violate such Order; and (iv) plaintiffs have been
theresy injured. Therefore, defendant’'s motion co dismiss will
be denied, and plaintiffs will be granted injunctive relief.

Accordingly,

IT IS HEEREBY ORDERED that CP2‘s motion to dismiss, filad
May 17, 189S, is DENIED.

IT IS FURTHER ORDERED that:

2074 0TGN S2:T1T  S6.SC AQW QI
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attcrneys and tacse persong in active participation wizh cham NG
raceive actual nctice of :his Crder by personal servina sz
SinerwLse, are hereby gpermanen:l enjcined from alzering
transisCring, emulating or manipulating the Z8Ns on callila-

tc Crders gpravicusly issuad by cthe Court, are rslsassed and

1. Plaintiffs are hereby released from the restrictions

th
previously impcsed on the use of information cobtained in discovery
congerning the identities of CPE’'s customers and its vendors.

.

oy

laintiffs shall recover their costs from CPE.

3. Final Judgment is entered accordingly.

LES A. SHAW ?
UNITED STATES DISTRICT JUDGE

Dated this ay of May, 1995.
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IN-THE UNITED STATES DISTRICT COURT

R TOR THE NORTHERN DISTRICT OF ALABAMA

BELLSOUTH MOBILITY, INC., a Georgla )
Corparation; GTE MOBINET, INC., )
Delsware don; CONTEL )
CELLULAR, ..aanunCmunlu.;
) o
Tiahatifts, ) CIVIL ACTION -
) -
v, _ . Y  FILE NO. CV-95-C-0i62-8
C-TWO PLOS TECBNOLOGY, INC., s )
. Defoncant, )
-~ ' Plxioe#ts BallSouth Mobilty, o, ("BellSouth Mobility"), GTE Mobilnes, Inc.

("R Mobilhe"), sad Coiel Calalzr, e, (" Coute! Cellnlar*) (hereinather colactively
raferred to ax "Plaintiffs°), bereby fll thiy Pirst Amended Compisint for declaraiory
fudgment and injunciive relisf agstnst the Defeodant C-Two Phus Tethnology, Ine..

(*C-Two"), and allege as follows:
'PARTIES AND JURISDICTION
WMkamamuumdmm

umwummmwdwummw
place of business in Adents, Georgs. BeliSeuth Mobility s Hosused by the Fedaral
Communications Commission ("FCC™) to be a celbular taisphone carrier in cectain
.‘"""w' < ot - - ' | . EXHIBIT

A

P.&?

JUL-19-1995 99:28 713 688
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daos

m-ﬁmui,wumumman«mm R
Georgis, m;mw<umm-mxmofmsuof
Delaware zud with s peincipal place of boslocss in Atlats, Georgia. QTS Mobiinet
gwwumwu;mwmhm,ﬁmm

me:htdmumﬂmdhm#mm
mmawwwmwmlmdmma
Delawars and with its principal place of busisess in Atiasts, Georgia. Contel Cellulas
1s Howuad by the KCC ta ba a cellular teiephons carrier in ceiein geographic ragions.

PO Defendant C-Tw is 2 citizsn and redldent. of the Ste of Alsbama, being 2
o orposation cegantzad apd. existig wadec the laws of the Sate of Alsbuma axd haviag
its peincipal place of business in the State of Alabama. C-Two is in the business of:.

L 'mamwamws«mumw-
w;»mmmm'smm,wm

V. mammsmdmmnwm
celinisz teisphpne’s urique BEN; and/or,

c. mm»mwxm«ﬁ&sum;m
tlephone’s usique BSN o alter the transmission of a cellniar telaghooe’s ESN to match
ar mmio ancéher cellular telephons’s unique BEN; aod/ar, '

d producing haidware to aflow itself and/or others to alter a celfuler

— mm'mu&ummmmw’smym

: : ~2-
" ACSS1090,028

JW-19-1995 @9:29 S

P.28
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or mimmic m«mw lopbone's uolque ESN; endler,
m«mmu mmwmmmm to alter a
mm-wmammmwmmmwsm
mmuwmkmmwsmm,mau. .
£, mum~m;mm'mwmmma
mm«mm«mmmmmm:m‘
umcwmmwsmm

'mm'mumnmmm;so,mmug

This Court hes jutisdicion over this matter pursoant w 28 1.5.C, § 1331

mmmr@ﬁm)mmmmmaﬁmmimmm
‘of the Usdsed Stees.. o
I acddition, this Court bas fuxisdiction over this matter pursuant o 28 U.8.C.
§ 1332 (Diversity Jerlsdiction) bocause the action i betwoon citizens of different staiss
- Mmimhmmmm.mammm.
YACTS COMMOGN TO ALL COUNTS
A
. .3
ACS51090.029
L~19- .
1995 p9:29 713 685 Bogs
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doro

'A%Wii.mmmmum.mw
pmummmmmmxu&wy wmmxma
-ﬁap!mem )

| m;mmamma&ummm
three sighals to the local cellules carrier: (1) the nuinber diiled, () the tlephirie’s ESN,
wmahd'smmwwmbu mmmmﬂm
' 1eotficion Mumiber (hersipafer "MINY), whick i the unit's ssigned ten-digh

—_ m.mum&.mmmwmmmpmm o
celiular telephens carriers can identity which ceilular telephione-plsces which calls.

Rammahurdlm:m:muﬂuy mehcmdluhr
' mmmmum-smmmmmmm
‘. completes the call. m.ierpmmh_uanMofmmg
" bame ferritory, the loohl carsier. canact confirm the validity of the teléphooe’s ESN and
MIN,

ACYS1090.025

JU-19-1995 pg:3p 213 eom
8965

P.18
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Tostead, the Tocal celloiar canrier genonally forwards the telephone’s ESN and
MIN o a mastonwids verification service, which confirma the validity of the BSN and
MIN.  This verificatios can sometimes ke 23 loag a3 an bour to complete,
Consequentdy, 2 cellular telephone that emits an altered RSN can “trick” the cellular
Mmmmmmuﬂmmmmmhynm
cellular talephone.

Thus, & person using a celluler telephone with an aitered ESN hes a lurgs window
of opportanity to comai frand on the local cellular carrier by charging kis calls 0 1
ton-existect teleghone or 1o 2 difficrent tadephonie without that subscciber’s autharization.

This deception aiso distupts cellular velephone service, increasss billing ervort,
diminishes the quality of service, depeives carriars of monthly per slephane revemmes,
. mmummw\m’sm Seo. ¢.5.. FCC Repore and
Onder, Adopted August 2, 1994, & Released Sepmmber 9, 1994, § 60 (aached).
-

AC931090.025

JUL-19-1995 @9:3p 713 com
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mgmom,,xm.mm-mgémm-mhmm
) alsered ESNs do aot comply with the Cornmission’s rules and any individuel or compeany
operating soch phones or parforming such alterations is in violation of Section 22.919
of the Commission’s rules and could be subject to appropriate eaforcement action. *
FCC Public Noties of October 2, 1991, Report No. CL-92-3 (artached); se sl FCC
Later ftom John Cimko to Michaal Altschul dassd Jenoary 15, 1993 (ataekad), -

The FCC recently refined this pasition by amending its rules oa Aggust 2, 1994,
50 45 @ renae and again maks cloar that every cellulay tmisphone most have 4 urique
ESN. Public Mobile Services, 59 Fed. Reg. 59,564 (1996) (1o be codified at 47 C.F.R.

§ 12.919),

In promulgating thase rules, the FCC specificaily stated that “any individual o
company that knowingly alters cellular telephonss 0 ctuse them to transmit an BSN
other than the one originlly installad by the menufacmrer in aiding in the viclation of
[the FCC's] uiss.” Morsaver, the FCC specifically referenced C-Two whan it advised
“all caliuler losnsoms snd subscribers that tha uss of the C2+4 altered cellniar telophones
constitus o viciation of tha Act 14 [he FCC'G mules.” BCC Report wnd Ordar,
Adopted Angust 2, 1994, & Relaased Septmmber 9, 1994, { & (attached). '

ACY51090.025

JUW-19-1995 @9:31 | 713 688 89S
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The FOC further conciaded that altering & cellular teleptions 1o *emnlste” the
RN of ancther wiepbone should 80t-be allowed becanss () the simultancous use of
phottes semitting the same ESN covld create probleme.in some cellular gystsms; (D)
“¢randulent use of such phones withoot the Hoensee's permission cosid depsive celiniar
catriers of -monthly per telophone reventies to which they are entifled;® aid Gil)
unauthorized, sitered cellular telophones would fall ontside of the Hcansee's blanket
ficense nd would be wlicensed tranamitiers in violstion of 47 U.S.C, § 301, FCC
Repart and Order, Adopted August 2, 1994, & Relessed Seprember 9, 1994, { 60
(aitacted).

- Likewise, in October, 1994, Congress passed the Communications Assistence for
Law Enforosment Act which, amoag other things, 2mended 18 U.S.C. § 1029 to make
It a felony 1o Imowingly and with intent to defrand uee, produce, traffic in, coatrol oe
have custady of, or possess (D) 2 telecommnnicetions Sastrament that has been modified
ar altered to obtain unmithorized vte of wiscommunications services, or () hardwars or
sofware wed for sliering or modifying telecommuniceions Instroments o obtin
uaguthorised acoost to teleconmunications services.

ACS51000.025

JUL-19-1995 @g:3p 713 688 B9ES

P.13



07/19/95  08§:
JUN 29 "uo pc"-fn—..?.f.’.‘i’. 688 8965 HOUS CRLL CoRrp
. ' Qo4

C-Two it collaterally eskopped from ltigating certaln issues in this case becauss
the United States Digrict Court for the Southern District of Texas bas already made
mmmmwmmmmma@:mmmc-m.
Sies Bocaon Cafluiar Tl Co, v. Nelsos, Civ. Action No. E-95-617 (5.3, Tex. March
15, 1995) (meached); s0 gl Compleint fled in Housmon Cellglas (attached). The
Honston Callular coont’s conclusions were fimal.  No one has sppealed the court's
concinaions, and fho tme t appes] has now pessed. In addition, the Houon Calluinr
Parmanent Injonction prohibits, by fis own terms, the conduct of C-Two that Is af isss
in this case. C-Two has been ar should be enjoined from viclating the FCC's rules
crders parmant 1o 47 US.C. }401(b) and other applicable muthodities.

COUNT ONE
mmmmbymmm i102.
This is 3 claim parsuant to 28 U.S.C. §§ 220t and 7202 and Federal Rute of Civil
Procedure 57 1o have this Court issue a declacaory judgment holding that C-Twe's
condact pricr 1o Dacsmber 31, 1934, violated the BCC"s rules (as those rules existed

watil Deowmber 31, 1994) sad order any othar necassary of proper relisf hased 0a such
declarssry judgment becanse therd exists 2 substantial and actmal controversy hetween

the parties.
AC’Glmm.s

JUL-19-1995 @99:32 713 688 8965 P.1
.14
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Befors Deceraber 31, 1994, C-Two vilated Section 22.915 of the FCL's rules
wmmm‘ uniqua ESNa or alteting the transmission of oellules
m*m»mwmm«mmm' BSNs.

As a result, Plaintiffs ask this Court o issue 2 declaratory judgment holding that
C-Two's conduct vialated the ECC's tules (as those rulss existed until Decamber 31,

1994) and ordee any other nacessary of proper relief based on such declaratory judgrasnt.

COUNT TWO
- Plaintiffs incorporate by reference peragraphs 1 to 20.
This ia & claim purgosnt to 28 U.S.C, §§ 2201 and 2202 and Federal Ruils of

Civil Procedure 57 w0 have this Court issue 2 decinmtory judgment halding that C-Two's
conduet violates the PCC's current mies and order any other necessary ar proper relief

based on sich declarmory judgment becauss thers sxists & sebsantial and scond
controvecsy between the parties.
-
-9
AC951090.025

JUL-19-1995 @9:32 713 688
P.1%
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Qdoie

Since the promuigetion of the FCC’ curreat rules, C-Two has violated the FCC's
mandate by knowingly altering cefiufar lelephones’ unique ESNs oc altering the
trangmission of cellulsr telsphones’ ESNs o maich or mimic other cellular talephoney’
ESNs.

A3 2 egult, Plaintithy ask this Court 10 fssue & declrrasory.judgment holding that
C-Two's conduct violases the FCC's current rules and order aay other necesssy or
pmp-'wundmnchdnﬂﬁmium

_CUUNTTH!E

Plaintiffs incorporate by roferencs pazagraphs 1 1o 20,

"This is & claim in oquity to have thia Coust isvue an injunction requidiag C-Two
to cease md dexist altering ceilnler telephones’ nnique ESNs or altering the telephones’
tranymission of their ESNY to match or mimio other cellnlar telephones’ ESNe.

Since the prormuigation of the PCC's curyent rules, C-Two has viclated the FCC's
mandats by Inowingly altering celiviar telephoves’ unique ESNs or altering the
transmisgion of cellular telephones’ EYNa to muich or mimic other osliniar telephones’
ESNa.

: -10-
ACSS1090.025

JUL-19-1995 < '
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“The'coatinged violation of the FCC'3 oursent Tules wil irvepershly hem Plaintiffy
by, mmmmmmm increasing billing arrors,
diminishing the quality of service, depriving carriers of monthly pee telephone revenues,
mmm@hwmwm

As a result, Plyintith ask this Court to vee lts inhersnt powers of equity 1o order
C-Two 10 censs and desist violating the FCC's mandmse. '

COUNT FOUR

Plaintf¥s incorporate by reference peragraphs 1 o 20.

Thia is 2 laim purmest to 28 U.S.C. 1 2201 and 2202 and Padern! Rula of
mmlnnhwmmmammmmc-m':
conduct constituted a civil conspiracy to viclate 47 U.S.C. § 301 and ander any other

' nmq'cmr“hsdwn&mhdmmmm:
substandal and 2ctis] controversy between the partiss.

Tide 47 U.S.C. § 301 proxcribes the use or operaton of anmy unlicenssed

AC9$1080.025
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. A cxlitar tefephone that b b its BSN alsered s 2n vnlioensed transiminier, Sog

' FOC Report md Order, Adopeed Augos 2, 1994, & Relsased Segtember 9, 1994, 1 60

(atached). Thus, the use or operation of suchk altered cellulxr telephone violswes 47
T.S.C. § 01,

-

C-Two has coaspired with others to violate 47 U.S.C. § 301 by doing such acts,
a3 gverred more fully in paragraph 4, Smce. that enable iiself and/ar others 10 use or
operate an unliconsed trangmitter, .o, 2 cellular telephone with an altered BSN.

A% u resalt, Plxintiffs ask this Court 1o issos 2 decliratory judgment holding tt
C-Two's conduct constitstas a civil conspitacy 1o violass 47 U.5.C. § 301 and order any
other necessry or proper relief based on such declaratory jundgment..

COUNT FIVE
Phaiatiffy incarporats by reference peoagraphs 1 to 20.

This Is a clsim In equity t0 tave this Court issoe an junction reguiring C-Two
% cease wnd desist its perticipation fn a civil conspiracy that violates 47 U.S.C. § 301.

AC351080.025
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